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CIA Triad

Confidentiality

Availability

Confidentiality

The protection of information from unauthorized
disclosure

ety [

The accuracy and completeness of information
in accordance with business values and
expectations

The ability to access information and resources
required by the business process
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Step 1: Prepare for Assessment
Denved from Orgamizational Risk Frame

Step 2: Conduct Assessment S gaand u,.,bé Py 8_9.19.9’;]\ ol OR uaJ.aM v
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Identify Threat Sources and Events

¥

Identify Vulnerabilities and
Predisposing Conditions

¥

| Derermine Likelihood of Occurrence |

v

I Determine Magnitude of Impact |

¥

| Determine Risk |

Step 3: Communicate Results
Step 4: Maintain Assessment
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Risk Elements to Document Additional Sources for Threat Information

Interviews
° 6 - Self-assessment

Vulnerabilities

Media Reports
Third-party Assurance
Observation
Consequences Impact User Feedback

Vendor Reports

Threats Frequency

Control Assessment and Monitoring

Effective control monitoring relies on the accuracy and completeness of the data provided for
monitoring and evaluation. Data must be genuine and free from errors or misstatements.

1% 1%
O O
%




Threat Scenario Components

Event
* Disclosure
Threat Modeling + Interruption Asset/Resource
s * Modification * Peopleand skills
. .- Threat Type < Thef . p. ional
« Used by risk practltloner, o Theft Organizational structures
svstems desiagners ' _rah.ﬁlmfl + Destruction + Process
y g ! . coidenta « Ineffective design « Facilities
developers and operators Err;)r + Ineffective execution - IT infrastructure
Helps to build systems with -Flalurr‘e + External business drivers « Information
atte{]ti?nbto_l?efenswe_t § . Ex:zrnal requirement * Inappropriate use ) « Applications
controls bullit-in security ~
features and proper
p - .
placement within a strategy Actor
of overlapping defenses  Internal (staff, contractor)
* External (competitor, hacktivist,
gﬁfjerressor prevents SyStem criminal, market) Threat
e Scenario

« Vendor
« Nature




Risk Assessment Report

Objectives of the risk assessment process ]

Scope and description of the area subject to assessment ]

External context and factors affecting risk |

Internal factors or limitations affecting risk assessment

Risk assessment criteria and methodology used

Resources and references used

I[dentification of risk, threats and vulnerabilities

Assumptions used in the risk assessment

Potential of unknown factors affecting assessment

Results of risk assessment

g«

Recommendations and conclusions




Figure 7—Mapping IT Assets, Security Controls an eats

Asset Control Risk
Name Threats Likelihood | Impact | Effectiveness | Priority

Misuse of system credential High High High
Database Data leakage/theft High High ngh Medium
Network Credential discovery via pre-computational attacks ~ High High High Medium
Application Inadequate exception handling Medium  High Medium Medium
Cloud Misconfiguration of the cloud platform High Medium  High Low

Unacceptable—
Immediateaction
required

Opportunity

Impact
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