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NETWORK 
SECURITYNetwork security is the protection of the 

underlying networking infrastructure from 
unauthorized access, misuse, or theft. It 
involves creating a secure infrastructure for 
devices, applications, users, and applications 
to work in a secure manner.
Network security combines multiple layers of 
defenses at the edge and in the network. Each 
network security layer implements policies and 
controls. Authorized users gain access to 
network resources, but malicious actors are 
blocked from carrying out exploit and threats.

Understanding 

NETWORK Security



A threat is an action or 

event that might violate 

the security of  

information systems 

environment.

There are 

three components of 

threat:
TARGET ,AGENTS AND 

EVENTS

Risk is the underlying 

concept that forms the 

basis for what we call 

“security.” Risk is the 

potential for loss that 

requires protection. If 

there is no risk, there is 

no need for security.

Managing Network Risks

Measuring of Risks

LOW RISK 
MEDIUM RISK

HIGH RISK
For example, an internal system has a 

vulnerability in its mail system. From 

the outside, an attacker must find the 

system through the Internet firewall. 

The system is not accessible via this 
access point so there is no risk.



General Rule of Security 
Good physical security is necessary to protect physical assets like paper records and
systems.

Communication security (COMSEC) is necessary to protect information in transit.

Emission security (EMSEC) is needed when the enemy has significant resources to
read the electronic emissions from our computer systems.

Computer security (COMPUSEC) is necessary to control access on our computer
systems.
Network security (NETSEC) is needed to control the security of our local area
networks. Together, these concepts provide information security (INFOSEC).



Types of Network 
Attacks

o Access Attacks
o Modification 

Attacks
o How Access 

Attacks Are 
Accomplished?

TYPES OF Access 
Attacks:
▪ Snooping 
▪ Eavesdropping
▪ Interception

Modification Attacks

▪ Changes

▪ Insertion

▪ Deletion 

(A) How Access Attacks Are Accomplished?
Information on Paper may be stored:
Filing cabinets
In desk file drawers
On desktops
In fax machines
In printers
In the trash
In long-term storage

(B) Electronic information 
may be stored:
In desktop machines
In servers
On portable computers
On flash disks
On CD-ROMs
On backup tapes



Types of Virtual 
Private Networks

HARDWARE 

SYSTEM
SOFTWARE 

SYSTEM

WEB BASED 

SYSTEM



Intrusion Detection 

Systems

Types of Intrusion 

Detection Systems
• Host-Based IDS (HIDS) 

• Network-Based IDS 

(NIDS)

Countermeasures may include the following:

Firewalls- Anti-virus software- Access controls- Two-
factor authentication systems- Badges- Biometrics-
Card readers for access to facilities- Guards- File
access controls- Encryption- Well-trained
employees- Intrusion detection systems- Automated
patch and policy management systems.

Internal employees have access to the system since

they do not need to enter the network through the

firewall. That means any internal employee could

exploit this vulnerability and gain access to the

system.

Employees are not considered a likely source of

threat, so the risk is classified as a medium risk

level. But high, medium, and low do not tell the

whole story.

A presentation to management about risk must show

the damage an organization may sustain if a

vulnerability is exploited.



THANKS FOR YOUR 
PRESENTED ALL OF YOU 


